Security Domains
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Access Control

Application Security

Business Continuity and Disaster Recovery Planning
Cryptography

Information Security and Risk Management

Legal, Regulations, Compliance and Investigations
Operations Security

Physical (Environmental) Security

Security Architecture and Design
Telecommunications and Network Security
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Architecture
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Access Control Systems and Methodology

Cryptography

Physical Security Integration

Requirements Analysis and Security Standards, Guidelines and Criteria
Technology Related Business Continuity and Disaster Recovery Planning
Telecommunications and Network Security
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Engineering

» Systems Security Engineering
» Technology Management
» Government Information Assurance Regulations

Management

> Business Continuity Planning (BCP) and Disaster Recovery Planning (DRP) and Continuity of
Operations Planning (COOP)

Enterprise Security Management Practices

Enterprise-wide System Development Security

Law, Investigations, Forensics, and Ethics

Compliance of Operations Security
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